Department of Behavioral Health
and Developmental Services

Individual & Family
Support Program

PLEASE READ CAREFULLY

Please read this message carefully. It answers many of the
questions that have been the most frequently asked.

IFSP-FUNDING UPDATE December 5, 2019

As you are aware, the IFSP Funding Portal has been off-line since 9:16 a.m. on
October 1st. Over 2,300 applications requesting assistance were received between 9:00
a.m. —9:16 a.m. on October 1st. Also, over 650 additional people were logged into the
system trying to submit applications when the Portal was taken offline.

To address the site outage, IFSP established four categories for addressing people
impacted by the outage.

Category 1: Individuals who successfully submitted an application on October 1%
Applicants that successfully submitted an application before 9:16 a.m. were contacted
by email and provided a corrected confirmation message that included an Application
ID and request amount. Only people recorded in our system as having a successfully
submitted an application received this confirmation message.

All individuals in this group were notified as of October 21, 2019.

All Category 1 applications have been reviewed in accordance with the IFSP
regulations, and the next communication that this group will receive is a funding
decision.

Category 2: Applicants logged into the IFSP Portal at the time it was shut down
who had a saved draft application and did not submit an application.

IFSP identified this group using the Portal login records. Applicants in this group had a
record of an active login at 9:16 a.m. and a record of at least one saved draft funding
application.




Applicants in this group have been contacted as of October 31, 2019 and provided an
opportunity to confirm their application information and finalize their submission.

All Category 2 applications have been reviewed in accordance with the IFSP
regulations, and the next communication that this group will receive is a funding
decision.

Category 3: Applicants logged into the IFSP Portal at the time it was shut down
who did not have a saved draft application and did not submit.

IFSP is finalizing a process to allow this group the ability to draft and submit an
application. We expect to finalize our process and provide an update no later than
December 12, 2019. Each individual in this group will receive a separate email with
additional instruction.

IFSP will use the Portal login records to identify this group. Users do not need to
contact IFSP to provide login information. No additional updates will be sent before
December 12, 20109.

Category 4: Individuals not logged into the system at the time the Portal went
down who still want to apply for FY 2020 IFSP-Funding.

IFSP staff is working to restore access to the IFSP Funding Portal so that those who
did not have the chance to apply can do so. We expect individuals with a previously
saved application draft, to be able to access the draft application(s) once the Portal is
re-opened.

We plan to publish an announcement via the IFSP listserv on January 3, 2020 with
additional details on next steps for submitting an application. We encourage anyone
who did not have an opportunity to apply to apply when the site is back on-line.

Again, all information about the site restoration will be published to the IFSP Listserv.
If you would like this information, please be sure to sign up for the listserv.

At this time, you do not need to contact SeniorNavigator, Family to Family, or the
volunteer IFSP Regional Councils to request information about the Portal. DBHDS
will communicate all information directly to individuals and families via the IFSP
Listserv.

Information Regarding the October 1, 2019 Data Breach

On October 1, 2019, personal information of some applicants for Individual and
Family Support Program (IFSP) funding may have been seen by other applicants
through the IFSP Funding Portal. DBHDS discovered the breach within 16 minutes
after the IFSP Funding Portal was opened to receive applications and immediately took
the Portal offline.



http://r20.rs6.net/tn.jsp?f=001lRer3KFp2eZkUTSkE-mscSIskZTD1vB02upzDU2D5boEWUWb0uUVErvUv1PHg4LIWPC3SVrtfLW0jaJGEfT8SbFq5YX7L2UulB1xc149vU2YHAMOGRmKIw51SdnCcFC-R8GtllcxLmlmPedeFXAse_6a8nuw88c6M9BtIsqSPRi8-L5ughtVY9nexzkzxkcXqs3S1qINASOAbqGnKsKeMoP6KrgUaKsSCnzK02ik7EAGHkdJ3iZ9KEk-3J9DCmlQVaLi5Vr4BB0=&c=xKsW-k4P1TAEbtC6UGhtZJugiCcNj6WFS6mxedGhZslQ8PwQk3BC7Q==&ch=F5yKg72497vY5zWRnSDYOjSyPSH-74X7drlCooD7_5ZbxNga__WV8g==

In accordance to reporting guidelines, DBHDS has contacted all impacted individuals
and provided additional information via postal mail as of November 25, 2019.

For more information about the data breach, please
visit www.dbhds.virginia.gov/developmental-services/ifsp-data-breach for additional

information.

Again, all information about the site restoration will be published to the IFSP Listserv.
If you would like this information, please be sure to sign up for the listserv .

Thank you for your continued patience.

The IFSP Staff

Sign up for our email list!

To learn more about the IFSP, visit us on-line at Virginia Department of Behavioral
Health and Developmental Services- IFSP

Virginia Department of Behavioral Health and Developmental Services | 1220 Bank Street, P.O. Box
1797, Richmond, VA 23218


http://r20.rs6.net/tn.jsp?f=001lRer3KFp2eZkUTSkE-mscSIskZTD1vB02upzDU2D5boEWUWb0uUVErvUv1PHg4LI5H9U5wkmxn6JtibSPSJQ7TrgdrV5ng8UyWTjl6A8LNJFrZhIRhFQbXfKe4rcYKujuoJNcqUUdUVCin-Jux3wfr3TIBx-Tsn5XdaeYZiwSRAwd7i1rwArq4vWl_zuJS9esRR4L1LjCdgO-8eghOkL7g==&c=xKsW-k4P1TAEbtC6UGhtZJugiCcNj6WFS6mxedGhZslQ8PwQk3BC7Q==&ch=F5yKg72497vY5zWRnSDYOjSyPSH-74X7drlCooD7_5ZbxNga__WV8g==
http://r20.rs6.net/tn.jsp?f=001lRer3KFp2eZkUTSkE-mscSIskZTD1vB02upzDU2D5boEWUWb0uUVErvUv1PHg4LIWPC3SVrtfLW0jaJGEfT8SbFq5YX7L2UulB1xc149vU2YHAMOGRmKIw51SdnCcFC-R8GtllcxLmlmPedeFXAse_6a8nuw88c6M9BtIsqSPRi8-L5ughtVY9nexzkzxkcXqs3S1qINASOAbqGnKsKeMoP6KrgUaKsSCnzK02ik7EAGHkdJ3iZ9KEk-3J9DCmlQVaLi5Vr4BB0=&c=xKsW-k4P1TAEbtC6UGhtZJugiCcNj6WFS6mxedGhZslQ8PwQk3BC7Q==&ch=F5yKg72497vY5zWRnSDYOjSyPSH-74X7drlCooD7_5ZbxNga__WV8g==
http://r20.rs6.net/tn.jsp?f=001lRer3KFp2eZkUTSkE-mscSIskZTD1vB02upzDU2D5boEWUWb0uUVEjx82qjwLe1UKCIjB3xdiZgXi-2fQj9yvmZxs3MHUvEUdKc1RE0TPL5J33WH6mKpak-gTKkPkwNdwXqd_PCw7RqQn4OFspD6LURHRL-sjxZIGdJCUrToNhAVWGiZpeDdipezNyn9FAeRGmO-qbt4WB3Klmkcy8EoW3wIiNWYLVkxiduLby3vZWx3L-9NC-BDZsWpV8WfN8rlTIO52ESRAyl5-DiWgCIP67UQmM2KucBGpwCNa5-wPf41qDR883xiNnCrDke6qhK7&c=xKsW-k4P1TAEbtC6UGhtZJugiCcNj6WFS6mxedGhZslQ8PwQk3BC7Q==&ch=F5yKg72497vY5zWRnSDYOjSyPSH-74X7drlCooD7_5ZbxNga__WV8g==
http://r20.rs6.net/tn.jsp?f=001lRer3KFp2eZkUTSkE-mscSIskZTD1vB02upzDU2D5boEWUWb0uUVEjx82qjwLe1UcpNOd22yJgg79XEbR1oympU4tBsgEWOZPcAUMR-iCLDzdNUkBw1VMuU5DnzvieWkoL9Buy9KmTuHLzhoStihbCU5NZDCkP9onK5nyZ-mLaBgCVQ98tBcnANI_SCUbUWs&c=xKsW-k4P1TAEbtC6UGhtZJugiCcNj6WFS6mxedGhZslQ8PwQk3BC7Q==&ch=F5yKg72497vY5zWRnSDYOjSyPSH-74X7drlCooD7_5ZbxNga__WV8g==
http://r20.rs6.net/tn.jsp?f=001lRer3KFp2eZkUTSkE-mscSIskZTD1vB02upzDU2D5boEWUWb0uUVEjx82qjwLe1UcpNOd22yJgg79XEbR1oympU4tBsgEWOZPcAUMR-iCLDzdNUkBw1VMuU5DnzvieWkoL9Buy9KmTuHLzhoStihbCU5NZDCkP9onK5nyZ-mLaBgCVQ98tBcnANI_SCUbUWs&c=xKsW-k4P1TAEbtC6UGhtZJugiCcNj6WFS6mxedGhZslQ8PwQk3BC7Q==&ch=F5yKg72497vY5zWRnSDYOjSyPSH-74X7drlCooD7_5ZbxNga__WV8g==

